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1. BCP Objective

e Develop the plan to protect any interruption to BORNEO business due to IT
system failure.
Proceed sufficient testing on the core systems and related equipment.
Review any disaster recovery plan to ensure updated plan and reduce business loss
from unexpected interruption.

2. Background of BCP for Computer Systems

As our group requires the Business Continuity Plan (BCP) in order to protect any
interruption to our business. Therefore, we have updated the Disaster Recovery Plan
(DRP) which including details of hardware, software and network configuration of all
computer systems of Borneo Technical (Thailand) Limited at Head Office, Laksi
(HQ-Site), Data Center (DC-Site) and related information of other branches and sales
offices. In summary, we have 5 major computer systems, Microsoft Dynamics
AX2009, Borneo Mobile Sales, Sales Information Module, HRM and Microsoft
Exchange E-Mail. Meanwhile we also provide communication gateway services
which it is located at Data Center (CW Tower, 4® Floor) to Laksi Head Office (HQ),
other branches and sales offices of BORNEO group in Thailand. So we need to
recover the core systems and communication gateway as soon as possible to minimize
business loss from any events of disaster.

3. BCP Scope
The purpose of the Business Continuity Plan (BCP) will focus on all core computer
systems of BORNEO Group (Thailand):-
Microsoft Dynamics AX2009 System
Borneo Mobile Sales
Sales Information Module
Microsoft Exchange 2013, E-Mail System
HRM System (Handle by HR and TigerSoft)

e Core Infrastructure and Internet Gateway
This plan will provide for individual responsibilities and procedures necessary to
restore the systems from total disaster situation (fire, earthquake or flood which it will
impact to colocation rack servers of Borneo at Data Center), or partial failures on
databases, application systems, servers, network, power supply and related equipment.

4. Assumptions and Constrains

Short term solution for Disaster Recovery Plan :

e We assume that there are backup servers (Microsoft Dynamics AX2009,
Borneo Mobile Sales, Backup Servers and Mail Server) in place which have at
least 30% processing power (in term of CPU, Memory) of the production
servers.

e Backup servers always have the same applications and SQL database version
exist.

e In a disaster situation at DC-Site and replacement of database servers are
required, it will take around 24 hours to install software and hardware settings
at HQ-Site or DR-Site.
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e In a disaster on fire or earthquake or flood, it will be required another 24 hours
to network settings for a hot site (The site might be Laksi (HQ-Site) or
Laemchabang Branch (DR-Site)).

Long term solution for Disaster Recovery Plan :

e We assume that there are new servers (Microsoft Dynamics AX2009, Borneo
Mobile Sales, AD Servers and Mail Server) arrival and IT will increase
support and service from 30% to full support for all branches and sales offices
operation.

e In a disaster situation and replacement of database servers are required, it will
take around two weeks to install software and hardware settings at new Data
Center or Laksi’s computer room.

e In a disaster on fire or earthquake or flood, it will be required 4 weeks to
install servers, network equipment, PCs and printers after the machine arrival
to new Data Center.
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5. Failure Scenario’s and Impact Analysis
Fallure' Impact Acceptab!e Remark / Actions
Scenario Recovery Time
IXI; Dynamics High Within 3 hours. | Refer to ERP Recovery Procedure
Exchange Mail High Within 3 hours. Refer to Microsoft Exchange Mail
Server Server Recovery Procedure
HRM System | Medium | Within 12 hours. Refer to HRM Server Recovery
Procedure
The UPS can be support in case of
power failure around 30 minutes.
. oy . If the power failure more than 3
P Suppl H Within 30 min.
OWer SUpPYY igh e SE hours on working hours, we should
consider power generator or DR
Site.
Network Medium | Within 4 hours Refer to Communication Recovery
Procedures
MPLS Link
ik O |\ fedium | Within 4 hours | Reier to MPLS Recovery
Corp. AIS Procedures
FTTx or ADSL Low Within 1 Day Refer to Sales Office Recovery
Link Procedures
FortiGate 300E A main FortiGate will be replaced
(DC-Site) or High Within 4 hours with small model and limited
300D (HQ-Site) connection will be established.
Aim to protect failure, the
FortiGate 90D High Within 2 hours FortiGate must be shutgiown
or 60E properly after power failure more
than 10 minutes.
Servers Medium | Within 4 hours Backup server will be used.
There are N+1 UPS at Data Center,
UPS Medium | Within 4 hours which able to back up for each
other.
Air . s There are N+1 air conditioner will
Conditioner High Within 4 hours be used in case of a unit failure.
Disaster Recovery site at HQ-Site
e 4 SO (Laksi) or DR-Site (Laemchabang)
STl S e Pijuin 2 Days will be used to recover all systems
during disaster period.

following of this document.
b.) The recovery time are not including service maintenance or shutdown plan.
c.) The above mention is mostly covered at Data Center and Laksi head office.

Business Continuity Plan for Computer Systems

Note: a.) The recovery procedures for the above failures had been summarized in
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6. Teams and Responsibilities

This section defines the teams involved in the Business Recovery teams and their
associated responsibilities. The activities are broken down into categories of before,
during and after the disaster event.

6.1Business Recovery Management Team

Position Name Office Tel. Home Tel. Mobile
Team Leader Atsushi Nomura 66-2081 4988 06-5986-3258
President
Alternate Team Ratta Urusopone 66-2081 4903 08-2005-1001
Leader Managing Director

Team Member 1 Thanyaphon Detsereephanit |66-2081 4910 | 66-2508-2044 | 08-2005-1020

IT Division Manager

Team Member 2 | Prayad Woramanakul 66-2081 4906 08-2005-1221
Assistant GM (SCM)

Team Member 3 Thapanee Seesod 66-2081 4905 08-2005-1212
Assistant GM (F&A)

Team Member 4 | Benjamas Immak 66-2081 4907 09-1889-6428

HR & Adm. Manager

Pre-Disaster Responsibilities

1. Be knowledgeable of procedure for Borneo Technical’s BCP Plan (this document).
2. Ensure hardware vendor has standby Servers that could be on loan within 48 hours. (MA contract)
3. Know and understand disaster criteria.
4. Understand the entire Business Recovery Plan.
Disaster Responsibilities
1. Inform Business Recovery Management Team.
2. Establish command post with communications.
3. Provide for well managing of recovery personnel.
4. Provide overall leadership to recovery teams.
5. Ensure teams are carrying out responsibilities.
6. Contact hardware vendor for delivery of replacement hardware and make sure they are delivered
on time (according to service contract)
7. Hire temporary personnel as required.
8. Study and assess extent of damage in each area of responsibility.
9. Communicate recommendation to Business Recovery Management Team.
Post-Disaster Responsibilities
1. Assess overall performance of teams during the recovery process
2. Assess overall effectiveness of the Business Recovery Plan
3. Assess overall performance of Hardware vendor
4. Assess overall disaster assessment and performance during recovery process
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6.2 Applications Team
Position Name Office Home Mobile
Telephone Telephone Phone

Team Leader

Thanyaphon Detsereephanit
IT Division Manager

66-2081 4910

66-2508-2044

08-2005-1020

Alternate Team

Ratta Urusopone

66-2081 4903

08-2005-1001

Leader Managing Director
Team Member 1 Piyapong Seibudta 66-2081 4900 08-2993-9849
(AX2009 & BI) Assistant IT Manager ext.2304
Team Member 2 | Wanpen Kobkittisuk 66-2081 4900 08-2993-9850
(AX2009) Senior Business System ext.2301 08-1850-7511

Analyst
Team Member 3 | Paisan Sunhapojananon 66-2081 4900 08-2993-9848
(AX2009) Business System Analyst ext.2302 08-9117-4884
Team Member 4 | Aphichart 66-2081 4900 08-2993-9847
(Network & Rattanabanjoedkul ext.2303 08-9166-5484
Systems) System / Network / DBA
Team Member 5 | Chainarong Ngamkham 038-060111 08-3856-5608
ar Support) IT Support - Laemchabang

Pre-Disaster Responsibilities

1. Ensure applications backup procedures

2. Regularly test the procedures at least once a year.

Disaster Responsibilities

Nownkwbh =

Identify the cause of problem and the best fit of recovery procedure.
Inform Business Recovery Management Team
Processing the recovery procedure.

Local team will coordinate with regional team to perform the application recovery procedures.
Keep a problem report log.
Provide help desk assistance
Coordinate with key users for testing the applications.

Post-Disaster Responsibilities

1. Assess effectiveness of application and the system software backup/recovery procedures and make
required changes for improvement

Business Continuity Plan for Computer Systems
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6.3Infrastructure Team
Position Name Office Home Mobile
Telephone Telephone Phone

Team Leader

Thanyaphon Detsereephanit
IT Division Manager

66-2081 4910

66-2508-2044

08-2005-1020

Alternate Team
Leader

Benjamas Immak
HR & Administration Manager

66-2081 4907

09-1889-6428

Team Member 1

Aphichart Rattanabanjoedkul

66-2686-6888

08-2993-9847

Network & System Engineer ext.6979
Team Member 2 | Piyapong Seibudta 66-2081 4900 08-2993-9849
Assistant IT Manager ext.2304
CSL’s CSL : Thitima Janchol 66-2263-8000 08-4774-9141
Team Leader
CSL’s CSL : Sorasak 66-2263-8000 08-2332-8729

Team Leader

Pre-Disaster Responsibilities

SNk v =

Maintain system operating procedures documentation

Be knowledgeable of Backup and Recovery Procedures

Make changes to the system and applications backup procedures as required

Supervise systems configuration and databases backup procedures.

Establish the operating system requirements for patches, utilities and database of all systems.
Develop and understand the procedures necessary to retrieve the back-up tapes, supplies and other
material from the Offsite Storage location.

Regularly test the procedures at least once a year.

Disaster Responsibilities

ORI RN =

—
N = O

Ensure operations documentation & system manuals are available

Ensure disaster recovery procedures are available.

Inform Business Recovery Management Team

Processing the recovery procedures.

Keep a problem report log.

Provide help desk assistance.

Recover operating system and data for each system on new Database servers.
Recover all infrastructure and Gateway system.

Test each systems and ensure they are working properly.

. Coordinate for interfacing systems recovery with regional team.
. Set-up a small group of PC clients for emergency operation.
. Order new machines and set-up them to support core business as soon as possible.

Post-Disaster Responsibilities

Assess effectiveness of operating information, procedures and hardware information in the
Business Recovery Plan and make required changes for improvement

Assess effectiveness of offsite storage information and procedures in the Business Recovery Plan
and make required changes for improvement
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6.4 Users Coordination Team
Position Name Office Home Mobile
Telephone Telephone Phone

Team Leader Thanyaphon Detsereephanit 66-2081 4910 |66-2508-2044 |08-2005-1020
IT Division Manager

Alternate Team |Benjamas Immak 66-2081 4907 09-1889-6428

Leader HR & Administration Manager

Team Member 1 | Ratta Urusopone 66-2081 4903 08-2005-1001
Managing Director

Team Member 2 | Thapanee Seesod 66-2081 4905 08-2005-1212
Assistant GM (F&A)

Team Member 3 | Narong Luangtaweesub 66-2081 4909 08-2005-1100
General Manager (AAD)

Team Member 4 | Malin Jitrochanarak 66-2081 4908 08-2005-1122
Assistant GM (ISD)

Team Member 5 | Chaiwin Phungpha 66-2081 4929 09-5365-8881
Division Manager (IS)

Team Member 6 | Amon Kiastsiriluk 66-2081 4917 08-2005-1112
Department Manager (AAD)

Team Member 7 | Prayad Woramanakul 66-2081 4906 08-2005-1221
Assistant GM (SCM)

Pre-Disaster Responsibilities

1. Knowledge of vital business functions and critical applications that are required for continued
operations during a disaster

Disaster Responsibilities

nhw =

Validate system security.
Coordinate with their team to verify application access
Verify results of online and batch outputs
Coordinate with principals/customers and inform them regarding the disaster event.
Provide help desk assistance

Post-Disaster Responsibilities

—_
.

Assess availability of system for critical user applications

2. Assess effectiveness of user coordination information and procedures in the Business Recovery
Plan and make required changes for improvement

Business Continuity Plan for Computer Systems
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6.5 Team Matrix
Team Member Position Mgmt. | App. | Infra. | User Coord.
Team | Team | Team Team
Atsushi Nomura President Y
Ratta Urusopone MD Y Y
Narong Luangtaweesub GM-AAD Y Y
Thapanee Seesod AGM-F&A Y Y
Malin Jitrochanarak AGM-ISD Y Y
Chaiwin Phungpha Div.MGR Y Y
Amon Kiastsiriluk MGR Y Y
Suchai Lersbuncha Div.MGR Y Y
Prayad Woramanakul AGM (SC/BR) Y Y
Benjamas Immak HRM Y Y Y
Thanyaphon Detsereephanit Div.MGR-IT Y Y Y Y
Piyapong Seibudta AIT Y
Wanpen Kobkittisuk Senior BSA Y
Paisan Sunhapojananon BSA Y Y
Aphichart Rattanabanjoedkul SN Y Y
Chainarong Ngamkham IT Support Y
Business Continuity Plan for Computer Systems Page 11 of 44




@ Borneo Technical (Thailand) Ltd. Information Technology
BCP version 2.8 Released in July 2020

7. Hardware and Software Specifics
7.1Servers specification

RACKS for Servers and Network Equipment
for Microsoft Dynamics AX2009 and Exchange Mail Server

BORNEO }

Last Updafe Date : 25 May 2020
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7.3 Software specification
7.3.1 Microsoft Dynamics AX2009 Server Software

MS Dynamics AX2009: 125 Concurrent User (Finance, Trade,
Service, Intercompany, Advance WMS-II, X++ Source code

Jet Report Intelligence Tools (6 Designer, 5 Viewers)

SQL Server Enterprise Core 2017

Windows Server DC Core 2019

Windows Server Standard 2012 R2

Citrix XenDesktop Enterprise Edition 145 Users/Device License

7.3.2 Mobile Sales and Bl (Business Intelligent) Server

SQL Server Standard Core 2017
Windows Server DC Core 2019

7.3.3 Veritas Backup Exec Software

BACKUP EXEC SERVER 20 WIN SERVER (3 Servers)

BACKUP EXEC 20 AGENT FOR APPLICATIONS AND DBS WIN
PER SERVER (3 Servers)

BACKUP EXEC 20 AGENT FOR VMWARE AND HYPER-V WIN 1
HOST SERVER

BACKUP EXEC 20 AGENT FOR WIN SERVER (5 Servers)

7.3.4 Microsoft and Servers Software

Windows Servers DC Core 2019 16Lic x 6, 2Lic x 6 (3 servers,
THDCESX01, THDCESX02 and THDCESX03)

Windows Servers Standard 2012R2 (vCenter VMware)
SQL Server Enterprise 2017 x 10 Core (THDCDBSO01 SQL Server)
SQL Server Standard 2017 x 10 Core (THDCBIS01 SQL Server)

SQL Server Standard 2017 x 3 (3 servers, THLSDBSO01,
THLSBIS01 and THDRDBS02)

Windows Servers for Application Object Servers (4 servers)
1) THDCAOSO01, Windows Server 2012R2
2) THDCAOQOS02, Windows Server 2019 Standard
3) THDCRMTO1 (Citrix server for branch users)
4) THDCRMTO02 (Citrix server for HQ users)
SQL CAL 2008R2 (125 clients)
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Windows Remote Desktop for Server CAL 2008 (45 users)

Citrix Virtual Apps and Desktops Advance Edition User/Device
License x 45

Windows Remote Desktop Service CAL 2019 x 100

Citrix Virtual Apps and Desktops Advance Edition User/Device
License x 100

7.3.5 Exchange Mail Server Software

Exchange Server 2019 Enterprise x 3
Exchange Standard 2019 USRCAL x 444
Exchange Standard 2013 USRCAL x 141
ForeFrontTMG Standard Anti-Virus Protection

7.3.6 Software Licenses for DR-Servers at DR Site

Windows Servers 2012R2 Standard Edition (4 Licenses)

(A Windows Servers 2012R2 included Hyper-V (Virtual Machine)
and provide 2 guests (e.g. License of Windows Server 2008R2 x 2))

Windows Servers 2008R2 Enterprise Edition
Exchange Server 2013 Enterprise
SQL Server Standard 2017

7.3.7 HRM System

Windows Server 2012 R2
SQL Express 2008 R2 Database

7.3.8 PC or Notebook Clients Software

Windows 10, Windows 8.1 Pro or Windows 7 (plan to replace with
Windows 10 within Sep’2020)

MS Office 2016/2019 or MS Office 2007 (plan to upgrade to MS
Office 2016/2019 within Dec’2020)

MS Outlook 2016 or higher (Outlook 2013 for old computers)
Microsoft .Net Framework 3.5 for AX2009

Microsoft .Net Framework 4.0 and Excel 2013 64bits for Jet Reports
Tool

Internet Explorer 11.0 or Higher
Comodo Endpoint Security Protection
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¢ Acrobat Reader DC 2020 or Higher

7.4Borneo’s Software Licenses Summary

BTL's Software Licenses as of 13 May'2020
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7.5Minimum PC Hardware Requirement
¢ Intel Core i5 Processor or higher
e Memory 4 GB or more
o Disk space free at least 250 GB (HDD size 250 GB or more)
e Ethernet Network card speed 100/1000 Mbps

7.6 Dot Matrix printers for pre-printed forms
e Seiko Precision BP-9000 or BP-9000 Plus
o AUI BP-9000E or AUI BP-9000 Plus

7.7 Network equipment at H.Q. and branches.
e Cisco routers (1100, 1841, 2800).
e Network switch (e.g.HP switch 24 or 48 ports)
¢ Firewall (FortiGate 300E, 300D, 90D, 60E, 60D or 50B)
e Cisco, HP Aruba, TP-Link, ZyXel or 3com Wireless
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7.8 Colocation at Data Center (half rack, 21U)
e Cisco router (1100), InterLink Private MPLS 150 Mbps.
e Internet Link 200 Mbps. (local=200 Mbps, inter=11 Mbps)
e FortiGate Firewall 300E
e Forti_Analyzer Log 200D
e HPE 5700 Core switch 32 ports x 2 units.
e HPE Simplivity DL380 gen 10 x 3 units (Hyperconverge)
e HPE DL360 gen 10, vCenter VMware server
e HPE DL380 gen 7, Backup Server
e HPE Autoloader Tape Backup 1/8 slots, LTOS.
e HPE KVM Console G3, 8 ports.

e Tier-lll Facilities (Generator, Air condition, Fire suppression system
CCTV, access control and 7x24 operation service)

Ny N\
@ Bomeo Technical ( Thalland ) Ltd, (O veupscsensi
Description [ —
u::foon BT SERVERS & NETWORK DIAGRAM i ._::-— ¥ %‘
————— UTP Cat-& 100MB y - ‘—T—;MI“ - e
Fiber Optic 168 IF" \-—E» 4 Jm 18311824
intemet Link ! DAC —~an? P I asman SwmamanT
Link-i0= 16160 s YRR T B 0 g//,&. | me  Fodgebiee m
- ) T8 woerom HeTCRs s ,’ffi;‘ oy wws 7 fox manas
v = - 'y < 498 _
(" i
2 2 a BRI WE
‘ DRSH  con e
| Zyes)aoums [dudiver
Standby]
iniemeqPort Ngmai
HQ-VPN]
1475017 19427

W S

Ramcme 62 98156

17R21E8152 -a:“‘“;u THIRAD B 1021110102117

e m.:un m A 1. Ny Yarehouse

Saerm Moo N o=y t02d 208
TrORNERD 152468 18 K0 | 100Me
nawens “EseTsen: :‘ ey o
T WHFL2(MIS) T 2N

10.2.1.221€

'102016  THLSHRMO0Y  THLSDBSG1 10202 THLSXCHO1 THLSDCS01 THLSNOODO1 THLSPXYD1
-LG-Norte!  10.2.1.40 THLSAOS01 10.2.0.31 18.20.5 10.20.11 10.2.0.10 10.20.21
-VOiP THHRDBS01  THLSAOS02 10.2.0.32 ~Exchange 2012 -futive Directory THLSWEBOZ - Proxy Server
102017 102.1.41 THLSAMTOS 102.0.7 -Share Fies 10.2.0.9 ~FTP Server

- THH
102019 102142

Business Continuity Plan for Computer Systems Page 16 of 44



@ Borneo Technical (Thailand) Ltd. Information Technology
BCP version 2.8 Released in July 2020

7.9Servers and equipment list at Data Center (DC-Site)

Borneo : Servers & Equipment List at Data Center
s of Jul2020
Location | Seq. | Host | Typs| Server Description os P | SerslNumber [Trocestor Memery | g5p gp) | D (GB)
oc 4 | Host#d | Server | THOCVCTO1 |HPE 360G10 vConter - Vmware WinSw2012 R2 1011508 SGHI10WHE2 8 32 300x2
oc 1.5 | Host#s | Sever| THLSBISI1 |HP Prolisnt DL380GT - Backup Server WinSw2012 R2 10.1.156.4 SGH148465A 24 220GB 300GBx16
oc 16 Tape HP 1/ G2 LTO-5 Uttrium 3080 SAS Tape Autoloader S MXA3082350
3 37 | | For | [ForiGate 300E : | 10,1920 208 E5§ 18906760 s r
oc 16 | FAZ C_|Fomanatyzer 200D ¢ - | 101120200 | 3416201491 3 ] e =
T oc__ | 21 [Hosw2| v | MG o [WinSw2008Rz | 1721621 | DMZZome | 6 2| w0
DC 22 |Host#3 | VM WinSw 2012 R2 10.1.110.4 16 32 1.716
DC 2.3 [Hostht | VM WinSw 2012 R2 10.1.110.5 16 32 1,716
oC 24 |Host$3| VM | THDCDCSO1 IAc\'m Directory #2 & Backup Server ViinSvw2012 R2 10.1.110.11 4 8 1.080
DC 2.5 |Host¥2 | VM | THDCWEBO1 @i\m Directory #17 Web Server #1 ‘WinSvw2019 10.1.110.12 4 8 2128
oC 2.6 |Host#2| VM | THOCWEBO2 [Mobile Ssles Wab Server #02 WinSw2013 10.1.110.42 4 16 280
oC 2.7 | Host#2 | VM | THDCWEBD3 |Web Senver for POD WinSw2019 10.1.110.46 2 8 280
DC 28 |Host#3| WM | THDCWEBO4 [Web Server for Wamanty WinSw2013 10 1.110.47 2 8 280
oC 25 | Host2| © [Database Sewer for MS Dynamics AX WinSu2013 1611162 0 220 1.800
oC 10 | Host#2 [ VMt | THDCAOCSGH! i erver #01 Ji WinSw2012 R2 10.1.110.31 4 2 380
oC Host#! | VM | THDCAOS02 | Sarver %02 b 10111932 | [] ~ 82 260
oC Host#2 [ VM | THDCRWTD1 |Remste Clierts Server #1 el | WinSw2008 R2 10.1.110.45 4 32 20
oC 213 | Aost3 | VM | THOCRMTO2 [Retoota Clients Serer #2 ~[WinSwzooa g | 10111035 _ 0 ] 280
DC 4 [ Host#3 | VM | THOCSVICO1 [Mobile Ssles Web Sanvice (API) WinSw2008 R2 10.1.410.48 2 [] 180
DC 2.15 [Host#¥3| VM | THOCBISO1 |Business intelligent Server for Mobile Sales WinSv2013 10.1.110.37 8 160 580
[ 216 | Host#3 | VM | THDCRDS03 [Windows Server Update Senice (WSUS) WinSw2019 10.1.110.36 4 8 230
Total s | es 11,750
VM Host Spec. 36x2x3 | 768GH/Host | 20.27TB/Svr

7.10 Other equipment at H.Q., Laksi (HQ-Site) computer room

¢ Air conditioner in computer room (60,000 BTU x 2 and a spare
24,000 BTU)

e APC UPS 6KVA and APC UPS 5KVA.

e One server rack and a network rack in Computer Room.

o Office furniture (Working area, Table, chair, direct telephone line)
e Power supply

o Firewall and Network Switches

8. Backup Procedures

The purpose of this section is to identify the backup procedures to recover critical
applications from a disaster. The procedures are broken down by the following areas:

e Application software and data
e Vital Records Storage

8.1 Application software and Data Backup Procedures

The purpose of this section is to identify the procedures by which the BORNEO
Group captures vital electronic DATA. The DATA backup (typically stored on
magnetic tape media) are broken down into data capture time frames, as follows:

e Daily
o Weekly
e Monthly

8.1.1 DAILY Data Backup Procedures
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The purpose of this section is to identify the data that is backup on a DAILY
basis. Daily Backup onto local disk, other disk or magnetic tape will be
performed for Database Server. The day end DB backup will be stored onto
LTO Magnetic tape. Four versions of daily backup will be kept for two
locations.

8.1.2 WEEKLY Data Backup Procedures

The purpose of this section is to identify the data that is backup on a Weekly
basis. The objects being backed up are the same as those done in the Daily
backup procedure for production machines. Also all system files and all data
will be backed up to LTO magnetic tapes and kept in two locations.

8.1.3 MONTHLY Data Backup Procedures

The purpose of this section is to identify the data that is backed up on a
Monthly basis. The objects libraries and databases will be backed up to
magnetic tapes. At least five year versions of monthly backup will be kept in
two locations.

8.2 Documents Backup

Two copies of these following documents are kept at HQ-Site (Laksi Head
Office) and DR-Site (Laemchabang Branch).

8.2.1 Business Continuity Plan, this document.

8.2.2 System Manuals and Operation Manuals in soft copy (CD or
external disk).

8.2.3 System Maintenance Agreement and Software Licenses.
8.2.4 Standard Forms in soft copy (CD), external disk or hard copy

8.2.5 IT's web intranet, which there are included all training
documents, forms and related IT’s manuals in CD format.

8.3 Equipment Backup/Spare
8.3.1 Tape backup server with LTO tape drive and Autoloader tape.

8.3.2 Spare servers — DR servers are existing for Exchange mail
server, AX Database server, AOS servers, remote users, AD
server and others virtual servers available at Laemchabang
branch.

8.3.3 Spare routers — Cisco 1100 (HQ-Site), Cisco 2800 (DR-Site) and
Cisco 1841 (BR) routers are available.

8.3.4 Spare network switches :—
1) HP Procurve Switch 2810-24G
2) HP Procurve Switch 2510G-48 ports
3) TrendNET Switch 24 ports speed 10/100/1000 Mbps
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8.4 Communication backup

8.4.1 All sites have two links, main link and backup link from two
vendors.

8.4.2 When a MPLS Private Link between Data Center and InterLink
failure, then the Fortigate Firewall will automatic switch all traffic
to use another MPLS link or FTTx link instead.

8.4.3 When there is any failure on VPN link at Data Center, All remote
sites will able to switch to use a link at H.Q., Laksi.

8.5 Tape Backup medias
8.5.1 LTOS5 Tape medias for New ERP servers and users mailbox.
8.5.2 LTO4 Tape medias for public shared folders and Users Data.

8.6 Standard Backup Procedures (New ERP Servers)
8.6.1 Daily backup
e There are daily ERP backup procedure as following:-

> Copy BORNEO database and application objects to disk
in to directory

\THDCWEBO01\Backup\ Backup to Disk\ at DC-Site.

> Backup DB from the backup directory to magnetic tape
media.

e There are 2 sets for daily backup (LTO tape) and each set
will cover Monday — Thursday. Meanwhile sets no. 1-4 will be
stored at Laksi, HQ-Site and soft copy should be kept at a
server in “\THDCWEBO1\Backup” directory at DC-Site until
next week.

e The daily tape medias will be reused on cycle due date.

8.6.2 Weekly backup (full backup type)

e There are 2 copied medias on Friday and Saturday at DC-
Site. First copy will be stored at Borneo, Laksi (HQ-Site)
location in the safety cabinet and secondary copy will be
stored at Laemchabang (DR-Site).

e The ERP tapes will be kept for 1 year at least.
8.6.3 Monthly backup

e There are Monthly ERP backup procedure as following :-
» Copy to disk in to directory “Backup to Disk”.
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» Backup DB in “Backup to Disk” directory to LTO tape
media.

o All of monthly tape will be kept in two locations Head Office,
Laksi (HQ-Site) and Laemchabang (DR-Site).

e The tapes will be kept for 5 years at least.

Note: The last completed Daily/Weekly/Monthly backup tape medias
must be kept in Chubb cabinet safe at Finance division.

8.7 Standard Backup Procedures (Windows Servers)
8.7.1 Daily backup

e There are 2 sets (LTO tape) and each set will cover Monday
to Thursday.

e The tape medias will be reused on cycle due date.
8.7.2 Weekly backup (full backup type)

e There are 2 copied medias. First copy will be stored at
Borneo, Laksi location (HQ-Site) in the safety cabinet and
secondary copy will be stored at Laemchabang (DR-Site).

e Weekly backup will be done on Friday and Saturday night.
e The tapes will be kept for 2 months at least.
8.7.3 Monthly backup

e For Email and User data there are two sets of monthly
backup tape which they will be stored at HQ-Site, Laksi
location and another copy will be stored at Laemchabang
DR-Site.

e The tapes will be kept for 5 years at least.

Note: The last completed Daily/Weekly/Monthly backup tape medias
must be kept in Chubb cabinet safe at Finance division.

8.8Log Shipping Online Backup (AX Database Servers)

8.8.1 At Data Center, AX BORNEO Database will be generated
backup transactions every 5 minutes.

8.8.2 The transactions will be replicated from DC-Site to database
server at DR-Site (Laemchabang Branch) and HQ-Site via DFS
(Distributed File System Management) as soon as possible.

8.8.3 All transactions from Data Center (DC-Site) will be restored to
DR database server at DR-Site and HQ-Site every 3 minutes.

8.8.4 All DR database server will be sitting as Stand-by/Read-Only
mode.
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8.9Log Shipping Online Backup (Mobile Sales Database Servers)

8.9.1 At Data Center, Mobile Sales Database will generate backup
transactions every 5 minutes.

8.9.2 The transactions will be replicated to database server at DR-Site
(Laemchabang Branch) and HQ-Site via DFS (Distributed File
System Management) as soon as possible.

8.9.3 All transactions from Data Center (DC-Site) will be restored to
DR database server at DR-Site and HQ database server at HQ-
Site every 3 minutes.

8.9.4 DR and HQ Mobile Sales database server will be sitting as
Stand-by / Read-Only mode.

8.10 Exchange Mail Clustering / High Availability (H.A.)

8.10.1 All Exchange Mail messages from Data Center (DC-Site) will be
replicated to HQ-Mail Server at HQ-Site and DR-Mail Server at
DR-Site (Laemchabang Branch) as soon as possible.

8.10.2 DR and HQ Mail server will be used as Stand-by/Healthy mode.

Note: a.) The Quality of Service (QoS) or priority of data transfer between Data
Center to Head Office and DR Site had been implemented. e.g. AX must be
highest priority.

b.) The HRM database should be copied to HR folder in Backup server every
day then the database will be saved to LTO tape under topic 8.7 too.
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9. ERP Recovery Procedures

In the event that the issue is other than hardware oriented or is only a partial hardware
issue — then please consider the correct point in the chain of events to commence your
recovery.

Server Name : THDCDBS01  ; HPE SimpliVity 380G10

Estimated Recovery Time  : 24 Hours

Warranty/ MA : 7 Days, 24 Hours Maintenance by HP and Metro
Systems

Hardware Support : Mon — Sat 8:00 — 17:00 Tel. (662) 353-9199 (HP)

Non Business hours Tel. 08-5917-1532 K.Apirath

9.1 Recovery of a New Database Server

Recovery on a new database server is accomplished by performing the following
steps. The system software recovery procedures are listed in order of execution.
Each activity is to be performed following the successful completion of the prior
task.

Option-1 : Using Backup Database Server

ASSUMPTIONS

e Only an ERP database server (THDCDBSO01) failure.

e DC Backup Server (HPE SimpliVity #2 or #3) is ready.

The following tasks must be completed for a Backup server failing over.

a) Do VMware vSphere 6.7 vMotion from HPE SimpliVity #1 to #2 or #3
b) Stop/Restart THDCAOSO01 and THDCAOS02
¢) Verify

Option-2 : Using DR Database Server

ASSUMPTIONS

e Only an ERP database server (THDCDBSO01) failure.

e DR Database Server (THLSDBSO1) is ready.

e AX Database Log Shipping transactions are restored to DR Database Server
up to before failure time and Application objects are uptodate.

The following tasks must be completed for a DR database server failing over.

a) Synchronizing all of the DR database with the primary database, if possible.

b) Copy any uncopied backup transaction files from primary database backup
folder to DR database copy folder.

¢) Apply any unapplied transaction log backups in sequence to DR database
server.

d) If the primary database is not damaged, backup the tail of transaction log of
the primary database using WITH NORECOVERY.
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€)

After the DR database server are synchronized, we can fail over to DR
database server and redirecting clients to DR database server instance.

Option-3 : Using Tape Backup/Restore
ASSUMPTIONS

Only a ERP database server failure.

Current Up-To-Date Backups exist of the DB, System files and Application
objects.

Backup LTO media is ready.

LTO Backup server is ready.

The following tasks must be completed for a new database server restore.

a)
b)
©)
d)
e)
f)
g)
h)
i)

Install hard disk drives and configuring RAID.

Install Windows 2019 Server and restore system files from tape backup.
Setup network connectivity — LAN

Install SQL 2017 Enterprise Core License

Install Microsoft Dynamics AX2009 Application

Restore Microsoft Dynamics AX2009 and objects libraries

Restore Database from backup tapes or from disk backup directory.
Inform User team to do the recovery process

Users to check the latest transaction on database, re-create (re-input) loss
transactions.

10. Microsoft Exchange Mail Server Recovery Procedure

Server Name : THDCXCHO1 ; HPE SimpliVity 380G10

Estimated Recovery Time  : 8 Hours

Warranty/ MA : 7 Days, 24 Hours Maintenance by HP and Metro
Systems

Hardware Support : Mon — Sat 8:00 — 17:00 Tel. (662) 353-9199 (HP)

Non Business hours Tel. 08-5917-1532 K. Apirath

Option-1 : An Exchange Server failure
Assumption of the event

>
»

An Exchange Clustering Server failure (THDCXCHO1).
There is a spare server (THDCXCHO02) available.

Procedure

1. Investigate for the Exchange Server failure (If a hard disk RAID failure

system can continue work)

Inform IT Center Khun Aphichart Tel. 0-2081-4900 ext.2304

Call J-Group Technology Co.,Ltd., K.Lertrit (06-2594-5914)
Switch to use another Exchange Server (THDCXCHO02)
Move all mail database from THDCXCHO1 to THDCXCHO02
Fixing the failure Exchange Server

Install Microsoft Windows Server 2012 R2 Edition

Nownkwbd
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8. Install Microsoft Exchange 2013 Enterprise server.

9. Start all Exchange Services

10. Resynchronize with Active Exchange Server.

11. Test send/receive e-mail message to internet mail and external email

Option-2 : All current exchange servers failure.
Assumption of the event

> An Exchange Clustering Server failure.

> There are no spare servers available.
Procedure

1. Investigate for the Exchange Server failure (If a hard disk RAID failure
system can continue work)

Inform IT Center Khun Aphichart Tel. 0-2081-4900 ext.2304

Call J-Group Technology Co.,Ltd., K.Lertrit (06-2594-5914)
Switch to use another Exchange Server (THDCXCHO02)
Fixing the failure Exchange Server

Install Microsoft Windows Server 2012 R2 Edition

Install Microsoft Exchange 2013 Enterprise server.

Install Veritas Backup EXEC 20.6

Restore EXCHANGE Tape from last daily tape.

10 Restore DATA Tape from last weekly and daily tapes.

11. Start all Exchange Services

12. Resynchronize with Active Exchange Server.

13. Test send/receive e-mail message to internet mail and external email

00 NO LR W

11. HRM Server Recovery Procedure

Server Name : THLSHRMO1 (TigerSoft HRM)
Estimated Recovery Time  : 24 Hours

Warranty/ MA : 5 Days, 8 Hours Maintenance by Tiger Soft
Hardware Support : Mon — Fri 8:00 — 17:00 Tel. 66-2347-0373

Assumption of the event

» HRM Server failure.

» There is a spare server available.
Procedure

(=Y
.

Investigate for the HRM Server failure
Inform IT Center Khun Aphichart Tel. 0-2081-4900 ext.2304

Call Tiger Soft, Tel. 66-2347-0373

Switch to use another HRM Server

Fixing the failure HRM Server

Install Windows Server 2012 R2

Install HRM server.

Restore HRM Database Server and Web Server from last daily backup set.
Start all HRM Services

RNk BN
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12. Communication Recovery Procedures
Network Equipment

FortiGate Firewall

FortiAnalyzer

Routers

Switching

MPLS Lines

FTTx Fixed IP (Fiber to Internet Link)

A.) FortiGate Firewall
The FortiGate Firewall had been installed at every sites.
Estimated Recovery Time  : 24 Hours
Warranty/ MA : 7 Days, 24 Hours Maintenance by CSLoxinfo
Hardware Support : CSL Call Center 24*7, Tel. 02-2637117
CSL Network Mgt., K.Sorasak M.08-2332-8729
CSL K.Thitima Mobile 08-4774-9141

Option-1 : FortiGate FG300E at Data Center
Assumption of the event
» The FortiGate FG300E Firewall failure.

Procedure

After detect the FortiGate FG300E Firewall failure

Inform IT Centre and switch to use backup VPN Client.

Inform CSL Call Center

Replace a new Hardware box or using spare box FG310B

Connect to the FortiGate box with console port and upload the latest

backup configuration file.

The configuration backup file saved at
\\thlsdcs01\IT-Data\BCP-Books\Network\Fortigate\CFG\

Plug in all cables

Reboot the FortiGate FG310B

9. Inform IT team and CSL Network team to switch back to FortiGate
FG300E.

10. Use PING command to test link

PING 192.168.15.1 ; Laemchabang’s Firewall

PING 192.168.15.5 ; Laemchabang’s Mail Server

s

o

% N

Option-2 : FortiGate FG300D at Laksi, HQ-Site
Assumption of the event
» The FortiGate FG300D Firewall failure.

Procedure

1. After detect the FortiGate FG300D Firewall failure
2. Inform IT Centre and switch to use backup VPN Client.
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3. Inform CSL Call Center
4. Replace a new Hardware box or using spare box FG310B
5. Connect to the FortiGate box with console port and upload the latest
backup configuration file.
6. The configuration backup file saved at
i. \\thlsdcsO1\IT-Data\BCP-Books\Network\Fortigate\CFG\
7. Plugin all cables
Reboot the FortiGate FG310B
9. Inform IT team and CSL Network team to switch back to FortiGate
FG300D.
10. Use PING command to test link
i. PING 192.168.15.1 ; Laemchabang’s Firewall
ii. PING 192.168.15.5 ;Laemchabang’s Mail Server

*®

B.) Routers
Cisco Router 1100 or 1841

The router has been installed at Laksi & Branch.

Estimated Recovery Time  : 3 Hours
Warranty/ MA : 7 Days, 24 Hours Maintenance by CSLoxinfo
Hardware Support : CSL Call Center 24*7, Tel. 02-2637117

CSL Network Mgt., K.Sorasak M.08-2332-8729
CSL K.Thitima Mobile 08-4774-9141

Assumption of the event

» The Cisco router 1100/1841/2800 failure.
» There is a spare Cisco router 1100/1841/2800 available.
> Every sites have a spare router with the same model and same configuration.

Procedure

After detect the Cisco 1100/1841/2800 router failure

Inform CSL Call Center.

Switch to spare router (Cisco 1100/1841/2800)

Replace a new Router from CSL.

Install all Modules

Upload the router configuration file with the PC connect to the router with

serial port as a console.

7. The configuration backup file saved at
\\thlsdcs01\IT-data\BCP-Books\Network\Router\CFG\

Reboot the router

9. Use PING command to test link

PING 192.168.15.1 ; Laemchabang’s Firewall

PING 192.168.15.5 ; Laemchabang’s Mail Server

Oy P g 8 b

o0

C.) Network Switching

HP Switching installed at Data Center (DC-Site)
Usage Time : 1hr.

Assumption of the event

> A Core Switch HPE 5700 32XGT failures.
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» There is a spare HPE 5700 32XGT (Active/Active).

HP Switching installed at HQ-Site, Laksi
Usage Time :1hr.
Assumption of the event

» A Core Switch HPE 5510 48G 4SFP+ failures.
» There is a spare HPE 5510 48G 4SFP+ available (Active/Active).

Switch details.

HPE 5700 32XGT 8XG 2QSPF+ 2 Units
S/N  CN91GN502J, CN91GN5049
HPE 5510 Hi Switch 48G 4SFP+ 2 Units
P/N  JH146A
S/N CNS81H0ZO00T, CN81HO0Z05Y
HP Procurve Switch 2910al-24G 1 Unit
P/N  J9145A
S/N  SGO009IP086
HP Procurve Switch2510G-48 1 Unit
P/N  J9280A
S/N  CN139DG2DG
HP Procurve Switch 2510-48 1 Unit
P/N  J9020A
S/N  CN140YVOFW
HP Procurve Switch 2510-24G 1 Unit
P/N  J9279A
S/N  CN836DE3BT
HP Procurve Switch 2510-24 7 Units
P/N J9119A
S/N CN632WX3KV, CN633WXI1EI
CN633WX371, CN633WX2N5

5 years warranty

Life Time warranty

Life Time warranty

Life Time warranty

Life Time warranty

Life Time warranty

Life Time warranty

CN818FWIFI, CN818FWI1CE, CN818FWO06I
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Procedure
In case the switch failure
1. Call HP Customer Service or SDC Service

HP Thailand Ltd. Tel. 02 353-9000
SDC Tel. 02 744-1600

2. Data Center replace backup Switch
HPE 5700 Switch Replace with Switch 5700

3. IT Center replace backup Switch
HPE 5510 Switch (BD2) Replace with Switch 5510
HP Switch 2910al-24G (BD1) Replace with Switch 2810-24G
HP Switch 2510G-48 (BD2) Replace with Switch 2510-48
HP Switch 2510-48 (BD2) Replace with Switch 2510-48
HP Switch 2510-24 (BD2) Replace with Switch 2510-24
HP Switch 2510-24G (BD1) Replace with Switch 2510-24

4. Request new Switch to replace (urgent)

5. Reconfigure Swtich (IP Address, Subnet mask , Gateway and Ports)
HPE Switch 5510-48G (BD2) 10.2.1.200  255.255.0.0
HP Switch 2510-48 (BD2) 10.2.1.203  255.255.0.0
HP Switch 2510-24 (BD2) 10.2.1.2xx  255.255.0.0
HP Switch 2910al-24G (BD1) 10.2.1.10 255.255.0.0

6. Restart

7. Link test

D.) MPLS Private Link or Internet Link at Data Center
Borneo colocation rack at Data Center has MPLS Private Link 150 Mbps and Internet
Link 100 Mbps. These links are responsible by CSL.

Provider : CSL / InterLink
Warranty/ MA : 7 Days, 24 Hours Maintenance by CSLoxinfo
Hardware Support : CSL Call Center 24*7, Tel. 02-2637117

CSL Network Mgt., K.Sorasak M.08-2332-8729
CSL K.Thitima Mobile 08-4774-9141

E.) MPLS/Internet Links at Laksi, HQ-Site.
Borneo Technical (Thailand) Ltd. has MPLS Private Link 100 Mbps, MPLS Internet
Link 100/30 Mbps and FTTx 3BB 1000/1000 Mbps.

Provider : CSL / InterLink / 3BB
Warranty/ MA : 7 Days, 24 Hours Maintenance by CSLoxinfo
Hardware Support : CSL Call Center 24*7, Tel. 02-2637117

CSL Network Mgt., K.Sorasak M.08-2332-8729
CSL K.Thitima Mobile 08-4774-9141

Procedure

Case I MPLS Private link of HQ-Site down (effect to connection of All HQ users)
1. Inform IT Center
Tel. : 0-2081-4900 ext. 2303
Contact : K.Aphichart or K.Paisan
2. IT Center Inform CSL Call Center.
3. Router will automatic switch to MPLS Internet Link 100/30 Mbps.
4. Use PING command to do link test.
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PING 192.168.15.1 ; Laemchabang’s Firewall
PING 192.168.15.5 ; Laemchabang’s Mail Server
5. CSL/InterLink fix the line then router will auto recovery the link

Case I MPLS Internet link down (effect to internet usage)

. Inform IT Center

Tel. : 0-2081-4900 ext. 2303

Contact : K.Aphichart or K.Paisan

IT Center Inform CSL Call Center.

The system will auto switch to Backup Link (3BB FTTx 1000/1000 Mbps)
CSL/InterLink fix the line.

CSL will switch remote sites back to the MPLS Internet Link.

[

SANNAIE ol

F.) Branches Network
MPLS Private link at Branches (LB, CM, KR, SR, UD, PL and RB)

For each branch has a MPLS private link to Data Center (DC-Site), and a MPLS
Internet link for backup.

Provider : CSL / InterLink
Warranty/ MA : 7 Days, 24 Hours Maintenance by CSLoxinfo
Hardware Support : CSL Call Center 24*7, Tel. 02-2637117

CSL Network Mgt., K.Sorasak M.08-2332-8729
CSL K.Thitima Mobile 08-4774-9141

Procedure

Case I MPLS Private link down (effect connection to Data Center, DC-Site)
1. Inform IT Center
Tel. : 0-2081-4900 ext. 2303
Contact : K.Aphichart or K.Paisan
IT Center Inform CSL Call Center.
Router will automatic switch to MPLS Internet backup link.
Use PING command to link test.
CSL/InterLink fix the line then router will auto enable link.
PING 10.1.120.208 ; DC-Site’s FortiGate Firewall
PING 10.1.110.11 ; DC-Site’s AD Server

wDh WD

Case I FTTx Internet link down (effect to internet connection)
1. Inform IT Center
Tel. : 0-2081-4900 ext. 2303
Contact : K.Aphichart or K.Paisan
2. IT Center Inform CSL Call Center/3BB/TOT.
3. CSL/3BB/TOT fix the line then the internet connection will be resumed.

Case III  FortiGate Firewall 60E failure but MPLS is still working well (effect both
connection to Data Center, DC-Site and Internet link)
1. Inform IT Center
Tel. : 0-2081-4900 ext. 2303
Contact : K.Aphichart or K.Paisan
2. IT Center Inform CSL Call Center.
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3. CSL will do :-
a) Switch to backup firewall (FG60D/FG50B)
b) setup bypass FortiGate Firewall and use MPLS direct connection to
Data Center, DC-Site.
4. Use PING command to link test.
PING 10.1.120.208 ; DC-Site’s FortiGate Firewall
PING 10.1.110.11 ; DC-Site’s AD Server
5. CSL fix the FortiGate box and replacement then the network will be
resumed to normal link.

G.) Sub Branches and Sales Offices Network
FTTx Internet link at Sub Branches and Sales Offices (National DC, HY, AY,
RY, SK and CS)

For each branch has a MPLS private link to Data Center (DC-Site), and a MPLS
Internet link for backup.

Provider :CSL/3BB/TOT
Warranty/ MA : 7 Days, 24 Hours Maintenance by CSLoxinfo
Hardware Support : CSL Call Center 24*7, Tel. 02-2637117

CSL Network Mgt., K.Sorasak M.08-2332-8729
CSL K.Thitima Mobile 08-4774-9141

Procedure

Case I An Internet link down (effect connection to Data Center, DC-Site)
1. Inform IT Center

Tel. : 0-2081-4900 ext. 2303

Contact : K.Aphichart or K.Paisan

IT Center Inform CSL Call Center.

Router will automatic switch to another Internet link.

Use PING command to link test.

CSL/3BB/TOT fix the line then router will auto enable link.
PING 10.1.120.208 ; DC-Site’s FortiGate Firewall
PING 10.1.110.11 ; DC-Site’s AD Server

kWb

Case II FortiGate Firewall 60E failure but Internet Link is still working well (effect
both connection to Data Center, DC-Site and Internet link)
6. Inform IT Center
Tel. : 0-2081-4900 ext. 2303
Contact : K.Aphichart or K.Paisan
IT Center Inform CSL Call Center.
8. CSL will do :-
¢) Switch to backup firewall (FG60D/FG50B)
d) setup bypass FortiGate Firewall and use MPLS direct connection to
Data Center, DC-Site.
9. Use PING command to link test.
PING 10.1.120.208 ; DC-Site’s FortiGate Firewall
PING 10.1.110.11 ; DC-Site’s AD Server
10. CSL fix the FortiGate box and replacement then the network will be
resumed to normal link.

=
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Power Supply Backup and Recovery at Branches.

Backup :
a) Each branch install a UPS to
- Support power failure for 30 minutes
- Support at least all network equipment, 2 PCs, 1 printer and 2 fans.
b) Each branch identify hot site backup for emergency operation
- VPN client should able to support 2 PCs.

Recovery:

Case I Power failure but still less than 10 minutes
1. Utilize the working PC and Printer (under UPS supporting)
2. Back to normal if power is resumed within 10 minutes.
Case I Power failure and more than 10 minutes.
1. Inform IT Center

Tel. : 0-2081-4900 ext. 2303
Contact : K.Aphichart or K.Paisan
Shutdown Fortigate 60E

Inform Provincial Electricity Authority
Waiting until power is resumed
Router will be resumed to normal link.

SR

Note: a.) Branch to make decision to use hot site for urgent operation
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TOTAL SYSTEM DISASTER AND RECOVERY PLAN

The purpose of this section is to identify the details plan for initiating and executing
the previously defined disaster recovery procedures.

ASSUMPTIONS

The main host at Data Center might be disastrous and cannot provide services.
Backup site is ready for set-up hot site.

The contract vendor can move the backup equipment to hot site as committed
time.

All DR Servers at DR-Site (HQ-Site, Laksi or DR-Site, Laemchabang Branch)
are ready.

Current On-line transactions backup are committed and ready for switching.
Current Up-To-Date Backup media exist.

Installation CDs and Tape Drive are ready.

Communication and power supply at backup site are no problems
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12.1 Task Chart

The following is a listing of the tasks required to perform the recovery. Each task
number is prefixed by two characters identifying the team or individual

responsible for completing the task. Section two (2) identifies the personnel
assigned to each team.

Task Key
Code Individual/Team
XX Any Microsoft Dynamics AX end users
BR Business Recovery Management Team
MT Management Team
FT Infrastructure Team
VT Vendor Team
AT Application Team
UT User Coordination Team

12.2 Initiate Notification Plan Tasks

Time | Time | Task |Pre- Responsible | Task Description Ref.
Start | End No. req Member Section
XX00 End Users Report potential system failure
ATO01 | XX00 |[IT Team Perform Preliminary trouble shooting
AT02 | ATO1 |[IT Team Report findings to Business Recovery Manager
ATO03 | ATO2 Evaluate damage and estimate length of outage
BMO1 | AT03 Initiate the Disaster Recovery Log
BMO02 | BMO1 Notify Management and BR Management Team 6.1
BMO04 | BM03 Evaluate team findings and notify key Executives 6.1
BMO5 | BM04 Declare a Disaster 6.1
BMO06 | BMO0S Notify and Activate BR Teams 6.1
BMO07 | BMO06 Establish Command Post with Communications 6.1
BMO08 | BM07 Notify Remote Sites and Distribution offices of the 6.1
disaster situation
FT01 | BMOI Notify hardware vendor — CSL/Metro Systems/SDC for | App.A
Production Servers replacement — Refer to Appendix A
for Service Call.
FT02 | FTO1 Get latest tape backup medias from backup location.
FT03 | FT02 Assure team responsibilities are being carried_out
FT04 | FT03 Verify tape medias are available as documented
FT05 |FT04 |IT Team Execute ERP’s servers recovery procedure 9
FT06 |FT03 [IT Team Execute Network Infrastructure recovery procedure 11
FT10 |FT06 |IT Team Execute Exchange Mail Server recovery procedure 10
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Appendices

A Maintenance Services Contracts

A1

A.2

A3

A4

A.5

QuickERP

Microsoft Dynamics AX2009 : Ref. Contract Date 11/09/2019
o Microsoft Dynamics AX2009
EP Period 01/10/2019 — 30/09/2020
Contact person Khun Sarut
Business hours contact Mon — Fri 9:00 — 17:00 Tel. 66-2048-0757
Non Business hours Tel. 668-4092-8938 K.Sarut

O 00O

Bhatara Progress Co., Ltd.

Microsoft Dynamics AX2009 : Ref. Contract Date 20/09/2017
o Microsoft Dynamics AX2009, Jet Report, ZAP-BI
EP Period 26/09/2015 —24/09/2018
Contact person Khun Chaiwichit
Business hours contact Mon — Fri 9:00 — 17:00 Tel. 66-2732-2090
Non Business hours Tel. 66-2717-1018

O 00O

Metro Systems Corporation Public Co., Ltd.

HPE SimpliVity 380 Gen10, HPE DL360 Gen10

HPE Switch 5700

vCenter VMware

Tel.: 02-089-4600, dsgsupport@metrosystems.co.th
K.Apirath M. 08-5917-1532, K.Sethasith M. 06-1945-9656

HP Thailand Co., Ltd.

HP HW Support (Servers, Computers, HP Switches)

IT Resource Center (ITRC) (662) 353-9199

8.30am — 5.30pm Mon-Fri, Tel.: 1800-441-4085, 02-118-6300
HP Contract support 24*7, Tel.: 1800-441-4048, 02-118-6000

System Dot Com Co., Ltd.

Agreement no. 62/379

o HP DL380G7 (AX2009 Database Server of Borneo)
HP DL380G7 (ZAP BI and LTO Backup Server)
HP DL360G7 (AOS01, AOS02 and Citrix Servers)
HP LTOS5 Ultrium 3000 SAS Ext Tape Drive
HP ProLiant DL380 G6 (Exchange 2010 Server)
HP ProLiant DL360 G6 (AD & Backup Server)
HP LTO4 Ultrium 1760 SAS Ext Tape Drive
HP ProLiant DL360 G6 (TMG Server)
HP ProLiant DL380 G4 (WSUS Server)
HP ProLiant DL120 G6 (Proxy Server)
HP LTOS5 Ultrium 3000 SAS Tape Autoloader 1/8 G2

O00OO0OO0OOOOODO
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A.6

A7

A.8

A.9

o HP ProLiant DL360 G8 (Mobile Sales & Eset Server)
o Effect Date 3/09/2019 — 02/09/2020

Agreement no. 62/356
o APC UPS Model : SUA5000RM15U, Serial No. : JS1107008712
o APC UPS Model : SURT6000XL, Serial No. : QS1540170279
o APC UPS Model : SURTD5000XLI, Serial No. : QS1330272926
o Warranty Period : 6/09/2019 — 5/09/2020

Contact person Khun Ganjira, Mobile +669-1889-8243, 66-2744-1600

CS Loxinfo Public Co.,Ltd.

Agreement no. 61127 (NW Services & MPLS Links Contract) and 61164
(Data Center, Colocation Contract)
o Effective Date 1 June 2020 — 31 May 2021 (MPLS Links)
Effective Date 22 July 2020 — 21 July 2021 (Colocation)
Respond time : 7 days x 24 hours, within 4 hours
CSL Call Center 24*7, Tel. 02-2637117
CSL Network Mgt., K.Sorasak M.08-2332-8729
CSL K.Thitima Mobile 08-4774-9141

O 0O0OO0O

J-Group Technology Co., Ltd.

Agreement no. JGROUP 63/002 (Exchange Mail and AD Servers),
Respond time : 5 days x 8 hours, within 8 hours

Hotline service : Tel. +662 950-0078

Effective Date 9 Apr 2020 — 9 Apr 2021

Contact person Khun Lertrit Mobile +666-2602-6644

Comodo (Thailand) Co., Ltd.

Respond time : 5 days x 8 hours, within 8 hours

Hotline service : Tel. +662 610-3663

Expire Date : 8 October 2020

Contact person Khun Narongsak (Boy) Mobile +668-3068-6510

Konica Minolta Business Solution Co., Ltd.

Leasing Agreement no. TOL19-1198 with Thai ORIX Leasing Co.,Ltd.
o Konica Minolta Copier Machine, model BH-C558-CPS x 1 unit
S/N : A79K041006299
o Konica Minolta Copier Machine, model BH-C250i-CPS x 5 units,
S/N : AA2M041002535, AA2M041002527, AA2M041002488,
AA2M041002485, AA2M041002519
o Effective Date 1 Dec 2019 — 30 Nov 2023 (48 months)
Service Agreement no. 01D19240094
o Konica Minolta BH-C558-CPS x 1 unit, S/N : A79K041006299
o BH-C250i-CPS x 5 units
o S/N:AA2M041002535, AA2M041002527, AA2M0410024383,
AA2M041002485, AA2M041002519
o Effective Date 15 Oct 2019 — 14 Oct 2023
Respond time : 5 days x 8 hours, within 2 hours
Hotline service : Tel. +662 029 7000
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A10

A11

A12

Contact person Khun Orawan Mobile +668-2209-0445

Ricoh (Thailand) Ltd.

Hotline service : Tel. +662 762-1621

Contact person K. Kamol (Multifunction Copier) Mobile +668-6909-9444
Contact person K. Anucha (PC/Notebook) Mobile +668-9969-2348

ShoppingPC DotNet Co.,Ltd.
Hotline service : Tel. +662 933 0022

Agreement no: MA-1 Feb 2562
Effective Date 1 February 2019 — 31 January 2020

Tiger Soft (1998) Ltd.

Hotline service : Tel. +662 347-0373 K.Wanida
Payroll - Agreement no: MA-03-1906-023
Effective Date 18 June 2019 — 17 June 2020
HRM is under warranty period
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B Project Charter : IT Core Systems DR Plan

Pruject Charter : IT Core Systsms Dlsastﬂr Racmrery Plan
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B.1 User Acceptant Tested Result on 15/09/2015

1eadueaunisnasavazvingoil
1. v9 IT wodau AX database avduidauiuaa au.Jud 29/08/2015 wialavinmsvagau (UAT)
2. Wusazanmdenedagianamasaulszuna 3 users Winne IT Aau
3. eh9naunisnadau (7/9/2015 — 11/09/2015) s IT (afuéi/ay) azfindolilsunsy uayvnaday
avdu wialviiulainmesnmansainssuusdwiunmsnagay'le’
2 wiaazviasfle (msvhtamum?awaovjﬁa"m’wmmmmaammﬁu) Tae >
Copy folder “P:\52-IT-Shared\01-ERP (AX)\09-Ut||[t|es\DR Site (AX Icons)” past to Desktop

[1]Borneo (Branch-DR) ; lafidavihousrtu Remote Citrix
(agvihoulandininuuy [2] & [31)
[2]BTL-DRAOS3 TEST ; lafidawtih AX-TEST iiavinmisvagau
[3]BTL-DRAOS4 TEST hn,ﬁauh AX-TEST wavihmsvadau
. sla@55¢ds vl icons & usumsnasauvin DR 1l ldg  nsueuadourasu

(S

. 3gmsvhnsveday > wilauviudnélaaEuwsansunan 10.00 u. zasiudeaisil 15 Auenau
2558 i ilagimnanulfidounsandu ansesu Load lduualwuaiy

. AA > Wii8an WO = 5 uag SO = 5 (wlaluthnnvigaivitls)

. dwmdudasiuiududruasgnen Wisuydifluiuid 16/09/2015 Alsasu

. MIS > ndsann AA ildan order uaafiv Picking audauil AA aaa order Tivna

WH = drunausilviaihuly iws1elila Invoice 359 S9'liisiaslunfiunasselvignen

10.WH = vihaszuunissunad

11. MIS vihas print Invoice (‘lﬁtﬁamaaauszummuu Wanin'ld1adx39)

12. aariurinuagsienulgiudaraiugounv BOM agvihasaplilgwiuazdediaulume IT

Team Wafutayauazudludywisalyl

© N

Testing Result

There are 28 users join the UAT from all braches and included head
office. Therefore this meet the objective at 25%+ of maximum concurrent AX
users. The users can create Sales Orders, update Web Orders from Mobile
Sales, posted sales order, print picking slip and print invoices in to pre-printed
forms as normal. They complain regarding system performance quite slow but
they can do all operations as same as AX production system.

AX DR-Servers : Users Acceptant Test Result
Invoices from SO/WO and RMA

Date : 15 Sep 2015 10:00 - 12:00
‘Branches Order Type ~ |

WhCode[~] 5O wo RO GrandTotal
04 4 4 8
05 1 1
61 9 2 1 12
62 5 5 10
63 11 11
54 12 12
65 7 5 12
66 6 5 11
67 2 5 g
\Grand Total 59 26 1 86
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Maximum Users 'Ioin UAT
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usness Comneeor usrs: [0 15 September 2015
Wk s [e

s e

ﬁjiaa ;;_«.J;Iﬁj

Remote Citrix Users and CPU peak at 57% during UAT
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B.2 SQL Log Shipping and Database Server Performance

THLSDBSO01 Database Server : at HQ-Site, Laksi

@ THLSDBSO1 - Remcte Desktop Connection Manager v2.7 - o B3
Fle Edt Sesion View RemoteDesitops Tooks Help
=498 BTL_Serven 2 i 1 3
”!“4‘&_5,.,, . SQLQuery_SalesTabie (3).sqf - THLSDBSOt.master (BORNEO-TH\SQLadmin (53)) - Microsoft SQL Server Management Studio Quek Launch (Cirle Q) P - & x
rﬁmxmmmbmbﬂw%
LR Toane @O @t MR BNeony BRS@E 0 F 00 e cREEO-
L § ¥ M mone boete w ) B e ai
TH 1
-8 x
LHO_ID - [BTL_WEBORDERTD]
2 [SALESNAE]
. [SALESIHITIO}
CREATED_DATE_TINE = DATEACO(HOUR, 7, CREATEDDATETIME:
V8 = [THVENTLOCATIONID]
. [cusTGROUP] § |
+ [CUSTACCOUNT)
. [TNVOICEACCOUNT]
& 1 Security . [CREATEDBY]
& 0 Server Objects , [MODTFIEDBY]
& Wi Repiication l FROM mO]A[dM].[SMESYMLE]MN [CNEA?EWATUW]M DATEADD (HOUR, -7, "2020/97/01°)
B ¥ PolyBase order by [W0_ID] desc
& W Always On High Availabiity -
| = @ Menegemen >
& 1 Integration Services Catalogs
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i RB2PI 2020714112520 |04 45 168914 ]
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3¢ o BKKA 20200714 11:202000 |04 31 04625 0 ;
uhin vunonterneshdwinad b FPBIGT 020714202000 |4 21 108261 w© |
4 ol urct 20208714 112025000 | 4 ¥ 104306 0
Sabniius! URC1 20200714 112025000 | 64 31 04306 0
mislwRuhusisnsasmalng FPB2G2 20200714 11:0521.000 | 04 21 W B
m >

THDRDBSO02 Database Server : at DR-Site, Laemchabang

File EdR Session View RemoteDesktops Tosks Help
=3 ‘Y BTL_Servers 5 5 R .
? &n'f,c_m 4 SQLQuery_SalesTable (3)sal - THDRDBSO02.master (BORNEC-TH\SQLadmin (60)) - Microsoft SQL Server Management Studic Quick Launch (Clrk- Q) Pl= B x
;'meﬂeiﬂwwdnmlmwﬂdv
; K " @-2|@- - Blewewey BREBRE 0B 225 lichene Debigze = [ #2
= DCBISG; ¥ 4l . I b byenste Debug W T i T 3
WUy _NiehOede 14,50 acemn (561
perwRt Sooige for Salectiophiicms commend from SSKS *ove7%/ +
SSELECT TOP 280 [SALESID] -
,40_ID = [BTL_WEBORDERID]
S [SALESHAME]
L [SALESWNITID]
,CREATED_DATE_TIME = DATEADD{HOUR, 7, CREATEDDATETIME)
| M o [IWVENTLOCATIONID]
- - i -[cusTeROUP] &
L [CUSTACCOUNT]
5 [ WEBORDER (Standoy / Read-Only) ’ [IwvorceAccounT]
& W Secuity , [CREATEDSY]
W 15 Server Objects L [MODIFTEDY]
% 1 Replication | rRom [BORNEO].[dbo].[SALESTABLE]where [CREATEDDATETIME]:~ DATEADD (HOUR, -7, '2020/07/91'}
% 9 PolyBase | order by [W_ID] desc
& 1 Ahways On High Aveitability -
% # Management ’
% i Integration Services Catelogs
sl ;9‘)::"'“9"‘* ) SALESNAME " SALESUNTIO |CREATED.DATE.TME |WH CUSTGROUP  CUSTACC ~ |
. o P thme ) SRiPI 74 2 4 11837
. iR, Job fcivhy iono 90065 uidn wsawmentanad i BXIKA [T 126485
% # Operstors e i s BKIMC ® 5 120353
o M Proxies vhin 4 fsenel BRIA 20200714 11:3021000 |04 31 103022
% i Emortogs ansund RE2PI 20200714 11:2520000 |04 5 108918
4 [F] Xevent Profiler wan, & s i e Ty uPcs 2020074 11:2026000 |62 31 133108
wtdn b upcs 20000714 1120200 |63 N 128012
vhdn AGionR difie imimn) FPBIGT 2000071 11:202100 |00 21 100383
sulu Tanturd BKKA 20200714 11:2020000 | 04 31 104625+
3
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B.3 Exchange Mail Clustering
THLSXCHO1 Exchange Mail Server : at HQ-Site, Laksi Bangkok
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THDRXCHO1 Exchange Mail Server : at DR-Site, Laemchabang
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B.4 DR Servers at DR-Site (Laemchabang Branch)

BORNEO

4 DR Servers at DR Site
(Laemchabang Branch)

RACKS for Servers and Network Equipment
for Microsoft Dynamics AX2009 and Exchange Mail Server

A @
BORNEO DC-Site

B HPe 5700 Core Swcn 32667
\CenterVidware | HP DLISAG10
| HPE Sty DL2EOGIO Hoat

| HPE Smpivity DL380G10 HoatR
Bl 1P Storek ver 18 Aufoloader Tape Drke
AXBIS Server. HP DL380GT

BORNEO - CSLoxinfo
(Cyber World Tower, 4"Fl.)

"BORNEQ

¥ AD & WEB Server: HP DL380
| PXY Server: NP DL360GE
AXDBS Server: mwumr
RIT Server: NP DL360G

. llﬂ'r\fml KW Smi“’uﬂ

LCD Manier

HPE 0 Switch 48G £l
HPe 219 smmmﬂm&

viGem)
| HRiS0Y Server sl HIKC

502 m:.ﬂiﬂ.m'l
e s E

§ EESAGILESERIY Ml = Samce 170 2¢ PO (Syma » BBN]

g
o i
i

APC SMART UPS 6K\
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B.6 Backup Servers at DC-Site and HQ-Site
Veritas Backup Server for Database and VMware at Data Center, DC-Site

5 &

Monttor Storage

HDeete B Duplicate:
- i View Job History " Verify

B s 4B Edt Backup
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Veritas Backup Server for Public Shared Files at HQ-Site, THLSDCSO1 server
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